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Abstract:

Modern cell phones are required to receive and display alerts via the Wireless
Emergency Alert (WEA) program, under the mandate of the Warning, Alert, and
Response Act of 2006. These alerts include AMBER alerts, severe weather alerts,
and (unblockable) Presidential Alerts, intended to inform the public of imminent
threats. Recently, a test Presidential Alert was sent to all capable phones in the
United States, prompting concerns about how the underlying WEA protocol could
be misused or attacked. In this talk, we present the details of this system and
develop and demonstrate the first practical spoofing attack on Presidential Alerts,
using both commercially available hardware as well as modified open-source
software. Our attack can be performed using a commercially-available
software-defined radio, and our modifications to the open-source NextEPC and
srsLTE software libraries. We find that with only four malicious portable base
stations of a single Watt of transmit power each, almost all of a 50,000-seat
stadium can be attacked with a 90% success rate. The true impact of such an
attack would, of course, depend on the density of cell phones in range; fake alerts
in crowded cities or stadiums could potentially result in cascades of panic. We also

present several mitigation solutions and their effectiveness.



